« Brown Privacy policy

Who we are

Heriot Brown Consulting Limited (“Heriot Brown”, “we”, “us”,
placement of in-house legal professionals.
We are the data controller for the personal data we process.

our”) is a recruitment consultancy specialising in the

Contact: Registered office: Website:
Email: hello@heriotbrown.com Heriot Brown Consulting Limited www.heriotbrown.com
71 - 75 Shelton Street

Covent Garden
London
WC2H 9JQ

What personal data we collect

We may collect and process the following categories of personal data:

—

.Candidates & Contractors

o Name, contact details

e CVs, employment history, qualifications

o Interview notes and call summaries

o Salary, rate and benefit information

o Right-to-work information

o References

o Limited special category data (e.g. health or reasonable adjustments, where provided)

2.Clients & Business Contacts

e Name, job title, company details
o Contact details

o« Communication records

3.Website Users

o IP address

o Device and browser information
o Cookie and usage data

How we collect the data

We collect personal data when you:

o Apply for roles or submit a CV

e Speak with us by phone or video call

o Correspond with us by email, LinkedIn or other platforms
o Visit our website

e Are introduced to us by a referee or mutual contact

e Are supplied by a client as part of a recruitment process
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How we use your data
We use personal data to:

o Provide recruitment and talent advisory services

o Assess suitability for roles

¢ Infroduce candidates to clients

e Manage contractor placements and payrolling arrangements
o Communicate with candidates and clients

¢ Maintain internal records and comply with legal obligations

e Improve our services, website and internal processes

Al-assisted processing

We may collect and process the following categories of personal data:

We may use Al-enabled fools to assist with administrative tasks such as transcribing and summarising
conversations for note-taking purposes.

e These tools generate text-based summaries only

¢ Calls are not audio recorded

o Al outputs are reviewed by humans

o No decisions are made solely by automated means

This processing is carried out for legitimate business purposes and to ensure accurate and efficient record-
keeping.

Lawful bases for processing
We process personal data under the following lawful bases:

o Legitimate interests — recruitment activity, relationship management, internal administration and service
improvement

o Contractual necessity — placements, contractor engagements and payrolling arrangements

o Legal obligations — employment law, tax, AWR, IR35 and regulatory compliance

o Consent — marketing communications where required

Who we share data with
We may share personal data with:

o Client organisations for recruitment purposes

o Umbrella companies and Employers of Record (EORS)
o Payroll and accounting providers

o Background checking and referencing providers

o |IT, CRM and recruitment systems providers

o Professional advisers (legal, financial and regulatory)

All third parties are required to process personal data securely and in accordance with data protection law.
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International data transfers

Where recruitment activity involves roles outside the UK, personal data may be transferred
internationally, including to the European Economic Area (EEA) and the United States. Where
this occurs, we ensure appropriate safeguards are in place, including:

o UK adequacy regulations
o Standard Contractual Clauses
o Supplier data protection agreements

Data retention

We retain personal data only for as long as necessary for recruitment purposes and to meet
legal and regulatory requirements.
Typically:

« Candidate records: up fo 2 years from last meaningful contact

o Client records: for the duration of the business relationship plus applicable statutory periods
e Contractor records: as required by tax and employment law

Your rights

Under data protection law, you have the right to:

e Access your personal data

o Request correction or deletion

o Obiject to or restrict processing

o Request data portability

o Withdraw consent where processing is based on consent

o Lodge a complaint with the Information Commissioner’s Office (ICO)

ICO website: www.ico.org.uk

Cookies

Our website uses cookies and similar technologies to distinguish you from other users and to
improve your experience.
Cookies we may use include:

 Strictly necessary cookies — required for the operation and security of the website

« Analytical/performance cookies — to understand how visitors use our site so we can improve functionality and
content

« Functionality cookies — to remember preferences and settings where applicable

We do not use cookies to collect information that directly identifies you.

Where required, non-essential cookies will only be placed on your device with your consent, which can be
managed via our cookie banner. You may also control cookies through your browser settings.

Please note that disabling cookies may affect how the website functions.

Changes to this Privacy policy

We may update this Privacy Policy from time fo time fo reflect changes in law, tfechnology or our business
practices. The most up-to-date version will always be available on our website.




